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HIGHLIGHTS

GRAPHICAL ABSTRACT

e Vehicle’s state pattern is modeled as
a hidden Markov model (HMM) for
filtering.

o We propose a novel filter model based
on HMM in IDS (we called it FM-
HMM).

o FM-HMM can mitigate message con-
gestion in VANETSs with minor affec-
tion to the accuracy of IDS.
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Although Vehicle Ad Hoc Network (VANETs) as a new technology is being used in wide range of
applications to improve the driving experience as well as safety, it is vulnerable to various type of network
attacks. Literature studies have revealed several reliable approaches based on intrusion detection system
(IDS), to protect VANETSs against attacks. However, by those solutions, the overheads of IDSs are serious
which cause too long detection time, especially when the number of vehicles increases. In this paper,
we propose a novel filter model based hidden Markov model (HMM) (FM-HMM) for IDS to reduce the
overhead and time for detection without impairing detection rate. To the best of our knowledge, this
is the first work in the literature to model the state pattern of each vehicle in VANETs as a HMM to
quickly filter the messages from the vehicles instead of detecting these messages. The FM-HMM consists
of three modules, i.e., schedule, filter and update. In the schedule module, Baum-Welch algorithm is used
to produce a HMM and its parameters for each neighbor vehicle. In the filter module, multiple HMMs are
used with their parameters to forecast the future states of neighbor vehicles with which the messages
from them are filtered. In the update module, a timeliness method is used to update HMMs and their
parameters. Experiments show that the IDS with FM-HMM has a better performance in terms of detection
rate, detection time and overhead.

© 2018 Elsevier B.V. All rights reserved.
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1. Introduction

Vehicle ad hoc networks (VANETSs) can provide more informa-
tion for the drivers to make the driving easier and thus improve
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future and remarkably change our lives [ 1]. The tremendous safety,
convenience and commercial potential of VANETs will drive its
deployment. VANETs are multi-agent wireless networks that are
designed mainly to solve traffic problems by allowing vehicles to
communicate with each other. Nevertheless, VANETS can facilitate
the applications and services of connected vehicles and intelligent
transportation systems. The tremendous safety, convenience and
commercial potential of VANETS can make the tasks easier for the
drivers and thus improve safety.

VANETSs provide a wireless communication among moving ve-
hicles by using a dedicated short-range communication (DSRC)
which is essentially IEEE 802.11a amended. The vehicles in VANETs
use DSRC to communicate with each other, i.e., vehicle to vehicle
(V2V), and with the infrastructure (Road Side Units- RSUs), i.e., ve-
hicle to infrastructure (V2I) [2]. Although current traffic conditions
are considered to be somewhat hazardous and confusing, these
technological innovations for current vehicles will change the way
we think about road travel by making it much safer and more
productive. For example, VANETSs can help drivers navigate safely
in very dangerous driving conditions, such as fog, accidents, and
black ice [3].

Since VANETSs process the vital traffic information related to hu-
man safety, they should follow the security requirements such as
privacy, confidentiality, integrity, and non-repudiation to provide
secured communications against attackers, and malicious nodes.
Various security attacks such as, false information attack [4], Sybil
attack [5], denial of service (DOS) [6], Illution attack [7] and pur-
poseful attack [8] not only affect the privacy of drivers and vehicles
but also compromise traffic safety and eventually lead to loss of
life [9]. Hence, a strategy to provide security in VANETSs is neces-
sary.

Intrusion detection system (IDS) is one of the most important
approaches to protect vehicular networks against threats as it has
the ability to detect both insider and external attacks with high ac-
curacy [10,8]. However, there are some important issues that need
to be addressed before using IDS to prevent attacks in VANETS. (i)
It is difficult to use the same intrusion detection mechanisms that
have been appropriately used in wired networks because of the
wireless and mobile nature of VANETSs. (ii) Encounters are short
lived and the received information has to be processed quickly con-
sidering that VANETSs are very fast moving and highly dynamic. In
other words, the reliability of information needs to be ascertained
both quickly and accurately [6]. (iii) Although IDS is a reliable
approach to protect VANETSs against attacks, it also brings the extra
cost of detection time and overhead into VANETs. The costs cannot
be ignored, especially when the number of vehicles increases, but
few efforts have been made to address it.

The major contributions in this paper are as follows.

1. This is the first work in the literature to model the state pat-
tern of each vehicle in VANETSs as a hidden Markov process,
which can be used to build up HMMs to quickly filter the
messages from these vehicles.

2. FM-HMM is proposed for IDS to reduce overhead and the
time for detection without impairing detection rate. It
mainly consists of three modules including schedule, filter
and update.

3. Using FM-HMM in IDS, the congestion of network message,
i.e,, broadcast storms, can be mitigated by the reduction
of message scale and the improvement of processing effi-
ciency. Moreover, FM-HMM just has minor affection to the
performance of IDS, even when up to 40% of vehicles are
malicious.

The remainder of this paper is organized as follows. Related
work is discussed in Section 2. Preliminary and background of
this paper are presented in Section 3. In Section 4, the detail of

FM-HMM is provided. Section 5 demonstrates experiment results
with the discussion in detail. Conclusion is presented in Section 6.

2. Related work

The security of VANETS is a highly important issue that has been
the focus of research for many years [ 11-16]. One of the important
challenges in this regard is the existence of malicious vehicles.
Several approaches have been proposed in the literature to tackle
this issue in VANETSs. These approaches are usually classified three
categories (i) trust or reputation based scheme, (ii) data-centric
misbehavior detection scheme, and (iii) IDS.

2.1. Trust or reputation based scheme

By a trust or reputation based scheme, the assignment of a
trust score to a vehicle is based on the previous or current in-
teractions between the vehicle and others [17]. The trust score
represents the reputation of a vehicle in the network. In [18,19],
a decentralized infrastructure of trust based scheme has been
adopted. A reputation management system has been built for each
vehicle that enables to quickly adapt the change of local conditions
and to establish trust relationships with other vehicles. In [20],
a centralized infrastructure, named as an attack-resistant trust
management scheme has been proposed. It can not only detect and
cope with attacks, but also evaluate the trustworthiness of both
data and vehicles in VANETS. The trust based schemes are useful
but they cannot be used for detecting false emergency messages
as trust needs to be built over a period of time. Moreover, if a false
message comes from a legitimate vehicle, it is difficult to detect it.

2.2. Data-centric misbehavior detection scheme

A data-centric misbehavior detection scheme has been pro-
posed in [21,22]. It has been used for shared data to improve the
reliability of VANETs and used to detect and correct the errors
of the data sent out by vehicles [21]. The messages that conform
to a model are accepted, while otherwise are rejected. It also has
been used to identify the false information of emergency message
based on the message type and the subsequent behavior of vehi-
cle [22]. However, due to messages are relayed and false informa-
tion is identified based on both message and subsequent behavior
of sending vehicles, the technique is difficult to be managed in
VANETs and is not feasible for emergency messages which need to
be acted quickly. Additionally, the technique produces enormous
computation cost.

2.3. Intrusion detection system

Since building the trust or reputation based scheme is a very
complex and time-consuming task and the data-centric misbehav-
ior detection scheme has long been debated as it is difficult to
maintain, update and use in VANETs [21], IDS is a more proper
approach to protect VANETSs against threats. It can detect attacks
with a high accuracy and can protect the system from unknown
attacks [23]. Several studies have been performed in the area of
IDSs for VANETS. In [23,24], reputation scores and a framework of
rule based detection have been used in IDSs. However, when the
number of vehicles increases, its performance declines evidently,
resulting in a longer detection time, high frequency of false alarms
and heavier overhead. Although rule based IDS has high detection
accuracy and efficiency, it just can detect known attacks and is
invalid to unknown attacks [25,26].In [27,28], the authors propose
awatchdog for intrusion detection in VANETSs. The former monitors
all packets to decide if an attack is under progress. The latter mon-
itors both the number of request to send/clear to send (RTS/CTS)
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requests of the watchdogs and the detected vehicles at the MAC
layer. The main shortcoming of this approach is that the misbehav-
ing vehicles may be rewarded instead of being punished because
they will no longer forward the packets from other vehicles but
forward their own packets. In [21,29,30], statistic-based methods
have been used for anomaly detection, which can detect attacks
accurately and protect VANETSs from unknown attacks. When using
these statistic-based methods, the distraction of data has to be
known in advance. However, it is usually difficult to get know.
In addition, these statistic-based methods can only handle one
feature at a time. In other words, when dealing with more than
one feature, these methods have to be executed multiple times.
In [31,32], support vector machine (SVM) based IDSs have been
proposed. They use SVM-based classifier to monitor vehicles in
order to classify vehicles either cooperative or malicious. These
SVM-based detection mechanisms are placed in a single resource-
constrained vehicle, which may result in overload because it needs
to gather, propagate, store and analyze the training data sent out
from a large number of vehicles around. In [27], authors propose an
IDS which uses Bayesian game-theoretic methodology to switch
its status (active or idle) to reduce overhead and detection time.
Unfortunately, it is not able to detect the attacks from the vehicles
that appear during the idle status of IDS.

To address the above challenges, we propose FM-HMM for IDS.
Our proposed work is based on IDS that does not use trust or
reputation and only relies on the analysis of the received data to
detect intrusions in VANETS. It should be noted that the proposed
FM-HMM is effective to almost all kinds of IDSs, which means
FM-HMM is able to improve the performance of general IDSs. In
addition, compared to the traditional IDSs, the IDS with FM-HMM
has lower overhead and detection time, and there is almost no
difference in their detection rates. The main reason is that FM-
HMM uses HMM to filter vehicle messages and avoids several time-
consumption procedures, such as feature extraction and detection.

3. Preliminary and background
3.1. VANETs model

A universal VANET model can be figured out according to pre-
vious literature [21,30,33,34], as shown in Fig. 1. In this model,
each vehicle is equipped with several devices, such as a GPS, a
velometer, an IDS and others. The GPS can obtain vehicle position,
the velometer is used to measure vehicle speed and the IDS is
used to detect attacks. There are three roles in vehicular commu-
nication, i.e., own vehicle, neighbor vehicle and target vehicle. The
own vehicle represents the considered vehicle itself. The neighbor
vehicles are the vehicles nearby with which the own vehicle can
communicate directly. The target vehicle is a special one of the
neighbor vehicles, whose message is being processed by the own
vehicle. Moreover, each vehicle has several tables to store the
messages from neighbor vehicles and the items within these tables
are used for decision making to improve driving experience. In
the following subsections, the details of the VANET model are
provided.

3.1.1. VANET measurements

As shown in Fig. 1, the own vehicle can get the number of neigh-
bor vehicles on the highway by checking their IDs in messages to
obtain the density of vehicle (Density,,). Also, the own vehicle
can easily get its speed by the velometer (Speed,,,) embedded
inside. By the GPS, the own vehicle can acquire its vehicle position,
PoSoun (XP0OSown and Yposy,,). Based on Green-shield’s model [21]
and free space model [35], the own vehicle can obtain average
traffic flow (AvgFlow,,,) and the distance between itself and the
neighbor vehicle or between itself and the target vehicle (D,g, Or

Dogr) respectively. Readers can refer to [21,34] and [35] for the
detail of Green-shield’s model and free space model.

According to the Green-shield’s model, Egs. (1) and (2) can be
obtained, where MaxSpeed is the free flow speed when the density
is zero and MaxDensity is the point at which the speed becomes
zero and vehicles are stuck in a traffic jam. As a result, AvgFlowyn
can be derived as shown in Eq. (3), where AvgFlow,.,’ are the
average traffic flow of neighbor vehicles at last moment and n — 1
is the number of neighbor vehicles at the same moment.

Density,y,
Speed,,, = MaxSpeed — 75/0";"Max5peed (1)
MaxDensity
Flowgy,, = Speedy,n x Densityoun (2)
1 n—1
AvgFlOWoy, = E(Z AvgFlow g’ + Flowgyn) (3)

i=1

Base on the free space model [36], the own vehicle can calculate
the distance between itself and one neighbor vehicle or between
itself and its target vehicle by Eq. (4), in which RSS;, WL; and SP;
are the received signal strength, the wave length and the sending
power of neighbor vehicle (or target vehicle) respectively.

SP; x WL

(470 2RSS, ,i=o0(own),j € {n(neg), t(tag)} (4)
J

Digj =

3.1.2. Message format

For communication with the neighbor vehicles, the own ve-
hicle continuously broadcasts a beacon message (BeaconMsg) in
the same time interval (BeaconT) or and an emergency message
(EmergencyMsg ) once it meets any accident. The formats of the two
messages are shown in Egs. (5) and (6), where ID,,,, is identity of
the own vehicle and Type,,, is the type of emergency. It should be
noted that, the own vehicle transmits IDy,n, TYP€own, DeNnsityown,
Speedyyn, Posy,n and AvgFlow,,,, to the neighbor vehicles and
they will become IDyeq, Typeneg, Densityneg, Speednes, PoSpez and
AvgFlowneg at the end of the neighbor vehicles.

BeaconMsg(IDgyn, Densityoun, Speedown, PoSown, AvgFlowey,n)  (5)
EmergencyMsg(IDoyn, TYPEown, Densityoyn, Speedoyn, POSeuwn,

AvgFlowgyn) (6)

When the own vehicle needs to know the position of its target
vehicle, it will broadcast request message (RequestMsg) as Eq. (7),
where IDyq is the identity of the target vehicle. Once its neighbor
vehicles receive RequestMsg, they broadcast their positions and the
distance between themselves and the target vehicle. During a cer-
tain waiting period, WaitingT, which is shorter than BeaconT, the
own vehicle can receive response messages (ResponseMsg) which
format is shown in Eq. (8), where Dpg, is the distance between the
neighbor vehicle and the target vehicle.

RequestMsg(IDgyn, IDtag) (7)
ResponseMsg(IDneg , IDiqg, POSneg, Dnst ) (8)

3.1.3. Information tables

For storing the messages within a communication window,
each vehicle has three tables, i.e., the current neighbor table, the
last neighbor table and the position table, as shown in Fig. 1. The
two neighbor tables are used to store BeaconMsg and
EmergencyMsg, and the position table is used to store ResponseMsg.
The lifespan of these items in the three tables is a constant. When
time is end, the items in the last neighbor table and the position
table are deleted. Then, the items in the current neighbor table are
moved to the last neighbor table and are changed to IDpeg’, Typeneg’
Densityneg', Speedneg’, P0Sne” and AvgFlowneg'.
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Fig. 1. VANETs model on the highway.

3.2. Attack model

Since IDS deals with the security of safety-oriented VANETSs by
preventing the occurrence of certain cyber-attacks, in the follow-
ing, we will examine two important attacks, i.e., false information
attack and Sybil attack. (i) False Information Attack [4]: Malicious
vehicles can inject false messages into the network either on the
purpose with malicious intent or due to faulty sensors, which can
cause serious damage to the network. Under extreme conditions,
the network can even be paralyzed. For example, malicious ve-
hicles can falsify the low values of traffic flow to slow down the
speed of their neighbor vehicles, and then they are able to surpass
other vehicles easily. (ii) Sybil Attack [5]: Sybil attacks refer to
the malicious vehicles that illegitimately use multiple identities.
In VANETS, vehicles usually discover new neighbor vehicles by
periodically broadcasting beacon messages. However, given the
invisible nature of wireless communication, a malicious vehicle
can easily claim multiple identities without being detected. For
instance, a malicious vehicle can create false congestion condition
by broadcast a lot of false BeaconMsg to intercept a certain vehicle
for its selfish purposes.

Here, a vehicle can assume N states, where at each state the ve-
hicle could act normally or maliciously. Therefore, different attack
models can be defined [27]: (i) Transitory misbehavior: The state
of vehicle oscillates between legitimate and malicious in order
to avoid being detected or other selfish intents. (ii) Permanent
misbehavior: A vehicle persists to act maliciously and does not
switch to legitimate state. Such misbehavior is considered as a
lethal attack, and cause chaos in the transportation network by
creating traffic jams, accidents.

To implement the above-mentioned attack model, there are
two different scenarios. First, it is the normal scenario without
any rogue vehicle in order to collect legitimated data to train
IDS. After training, the IDS can detect attacks by recognizing the
deviations from normal scenario. Second, it is the rogue scenario,
in which a certain percentage of malicious vehicle (10%-40%)
transmits attacks to their neighbor vehicles, while the rest still

transmit legitimated messages. For the vehicles that broadcast
attacks to others, there are different modes, i.e., transitory mode
and permanent mode. Some of them persist to broadcast malicious
messages to other, while others oscillate between legitimate and
malicious. Furthermore, in order to transmit false information
attack, a malicious vehicle will falsify the low values of traffic
flow and send them to neighbor vehicles. To launch a Sybil at-
tack, a malicious vehicle creates a lot of false BeaconMsg and
EmergencyMsg, and then broadcasts these forged messages to
neighbor vehicles.

3.3. The detection center of IDS

Here, an anomaly detection mechanism is used in the detec-
tion center of IDS, which relies on a growing hierarchical self-
organizing map (GHSOM) that can achieve both the high accuracy
of classification and the low overhead of computation [37]. The
procedure of the detection center is provided as follow. Interested
readers can refer to [38,37,39,40] for more details.

As shown in Fig. 2, in either of the training phase or the testing
phase, once IDS receives a VANETs message, VTMsg(BeaconMsg
and EmergencyMsg) from a target vehicle, the feature extraction
module extracts a feature vector from VIMsg with help of the
last neighbor table and the position table and then sends the
feature vector and VTMsg to the classifier module. If the IDS needs
assistance from neighbor vehicles in feature extraction process,
it will broadcast RequestMsg and wait for ResponseMsg from the
neighbor vehicles within WaitingT. Next, in the training phase, the
feature vector is just used to train the classifier and VTMsg is added
into the current neighbor table. In the testing phase, the classifier
which has been trained checks if any deviation exists in VTMsg
when it receives the feature vector. If the classifier judges that
there is not any deviation in the feature vector, VTMsg is accepted
and added to the current neighbor table. Otherwise, it is rejected
and the classifier sends ID of this target vehicle to the response
center to take corresponding actions.
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4. The proposed FM-HMM for IDS

Although IDS is a reliable approach to protect VANETs against
attacks, it will incur non-ignorable detection time and overhead
once it is active to extract the features from vehicle messages and
to classify these features [27]. These processes usually lead to long
detection time and heavy overhead because they must exchange
messages with other vehicles. The delay and collision of messages
consume a lot of time in messages exchange process. Therefore, a
tradeoff among accuracy, detection time and overhead should be
considered. Thus, we have FM-HMM proposed, which can forecast
the future state of neighbor vehicles to quickly filter the messages
from these vehicles. In other words, FM-HMM is able to reduce
the consumption of complex detection processes, such as feature
extraction and classification.

In the following, for a better description of FM-HMM, the state
pattern of a vehicle based on HMM is firstly described, which is the
basics of the filter model. And then, FM-HMM is presented in detail.
To the best of our knowledge, in this paper, we have produced the
first work in the literature to use Markov model as the filter model
to reduce the detection time and overhead of IDS in VANETs.

4.1. The vehicle’s state pattern based on HMM

HMM is a statistical Markov model, by which the system being
modeled is assumed to be a Markov process with unobserved
states [38]. A HMM describes the joint probability of a collection
of “hidden” and observed discrete random variables. It relies on
the assumption that the tth hidden variable given the (t-1)th hid-
den variable is independent of previous hidden variables, and the
currently observed variables depend only on the currently hidden
state [41,42].

Here, we consider that the time axis is divided into equal
time slots, which correspond to the time intervals between two
continuous vehicle states. Let the state pattern of a vehicle be
X:, where t denotes the time instant. The security state of the
vehicle, such as {‘safe’ and ‘compromised’}, can be divided into N
discrete levels S: {s1, ..., sy}. The state transition from one state
to another is shown in Fig. 3. The states s; evolve following N-state
Markov chains with state transition probability matrix A(a;;) which
is defined as Eq. (9), where S is the space of state.

Alay) = [ay], ;o5 . where aj = P (Xe = jlXe—1 = i) (9)

Response
Signal

PR ——

Vehicle ID

Response

Center

a2

safe compromised
a2

Fig. 3. The state transition of a vehicle.

In VANETS, the state of a vehicle could not be observed directly,
thus it is HMM as shown in Fig. 4. The observation of the states
can be represented by the detection results of IDS. The detection
results, such as {‘normal’, ‘abnormal’ and ‘uncertain’}, can be divided
into M discrete levels O: {0y, ..., oy}. Let the observation of the
state be Y; at time slot t. If the security state X; is equal toj at time
slot t, the probability of obtaining observation, b;(y;), is denoted as
Eq. (10), where O is the state space of the observations of vehicle’s
state. The observation matrix B(b;(y;)) is defined as Eq. (11), which
denotes Y; acquired when X; is picked at time t. Therefore, HMM
is defined as A = (A, B, ), where 6 is the probability vector of
initial state. According to A, predicted chain Y, = {Y,, =y;,, Y, =
Yp,» - - -} can be produced.

bj Wt) =P{Y; = y:|X; =i}, whereie S,y € 0 (10)
B(bj(y:)) = diaglb1 ¥¢) , - - ., bn (ve)] (11)
4.2. FM-HMM

As shown in Fig. 5, FM-HMM consist of three modules, i.e.
schedule, update and filter, and two tables, which are observation
table and forecast table. The observation table is used to store
observed chain Y, = {Yo, = Yo,, Yo, = Yo, - - -» Yoy = Yo, }, Where
Yoi»Yo; € O is the detection result of IDS and T is the length of
observed chain for each neighbor vehicle. The forecast table is used
to store HMMs (A = (A, B, 8)) and theirs parameters, i.e., [Dyeg, Yp,
the current step of a observed chain (77 ), and the error number of
forecast (8). The item of observation table and forecast table are
shown as Eqs. (12) and (13) respectively. It has to be noted that the
two tables are empty in the beginning, which means all items in the
two tables are acquired by the online learning of IDS. The function



616 J. Liang et al. / Knowledge-Based Systems 163 (2019) 611-623

a2

normal abnormal uncertain

Fig. 4. The hidden Markov model of vehicle’s states.

of the schedule module is to produce A and its parameters for each
neighbor vehicle using the data from the observation table. The
filter module filters the messages from each neighbor vehicle by
its A and parameters if they exist. According to the result from the
filter module, the update module can update A and its parameters
for each neighbor vehicle in the forecast table.

Obltem(IDnegv Y, = {Yt)] =Yoys > YoT = yor}) (12)
Foreltem(IDpeg, A = (A, B, 6), Y, = {Yp, = Vp;» Yo, = Vpys - -})
(13)

The procedure of FM-HMM is presented in Fig. 5 and Algorithm
1. Once a VANETs message, VIMsg (BeaconMsg or
EmergencyMsg), is received, it is handled by FM-HMM. First, the
filter module checks the forecast table according ID,. of the
received VTMsg to find out A and its parameters. Then, the filter
module handles VTMsg. If A and X, exist, the filter signal (IFF) is
equal to ‘Filtered’, which indicates successful filtering. The filter
result (FRe) is sent to both of the response center and update
module. In the response center, corresponding response signals are
produced to protect VANETs. When the FRe arrives at the update
module, the update function will be active, which can update A and

Filtered Result

Update Module

ID & HMM
& Parameters

ID & HMM

-

Schedule

Module

Filter Module

( Forecast Table
& Parameters 2

ID & HMM
& Parameters

its parameters, and then updates them in the forecast table. Oth-
erwise, IFF is equal to ‘Unfiltered’, which indicates failed filtering.
The detection center will receive VTMsg from the filter module, and
then detection result (DRe) is produced. DRe is sent to the response
center to carry out corresponding actions, and (IDpeg, DRe) is sent
to observation table to produce A and its parameters. Once Y, of
any neighbor vehicle is enough, they will be sent to the schedule
module to produce this vehicle’s A and its parameters.

We have an example to describe the operation of FM-HMM
more intuitively. VO is a vehicle running on the highway. V1 as a
newcomer just enters into the communication range of VO, which
implies that VO and V1 can transmit their messages to each other.
At first, when VO got messages from V1, VO cannot filter the
messages due to lack of the history of V1, thus VO have to use de-
tection center to detect the messages by several time-consumption
procedures, including feature extraction and detection. Once VO
obtain enough messages from V1, it can build a HMM for V1, and
then use the HMM to quickly filter the subsequent messages from
V1. When the error of filter is beyond threshold, VO abandons the
HMM. The process will be repeated if V1 still in the communication
range of VO.

In the following, the main parts of FM-HMM, i.e., filter, update
and schedule modules, are described in detail.

4.2.1. The procedure of filter module

Filter module is one of important modules in FM-HMM, which
can quickly identify the states of neighbor vehicles by HMM. It
can reduce the detection time and overhead of IDS without time-
consuming detection processes, such as feature extracting and
classification.

As shown in Algorithm 2, the filter module firstly checks
whether A is empty. If it is empty, it means there is no enough Y, to
produce HMM. Thus, IFF and FRe will be assigned ‘Unfiltered’ and
‘empty’ respectively to inform the other modules of IDS that filter-
ing is unsuccessful. Otherwise, it needs to be identified whether
already reaches the maximum step or not. If 7 < Length (Cp), IFF
will be assigned ‘Filtered’ and then FRe will be assigned Y, (Y,
is the 7rth element in Y;). If 7 > Length (Y,), IFF and FRe will be
assigned ‘Unfiltered’ and ‘empty’ respectively.

Response
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|

Filtered Result

I
I
I Successful

Response

| Filtering Center
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|

| Failed Detected

: Filtering Result
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: Network Detection

: Message Center
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Observation
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Enough
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Fig. 5. The scheme of the IDS with FM-HMM.
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Algorithm1
FM-HMM procedure

Input: VTMsg

Output: RepSigal
1: for each VTMsg do
2: Acquire A, Y,

7, 8 by IDyeq of VTMsg from forecast table

3:  (IFF, FRe)=Filter(d, Y,, m)
4. if(IFF = ‘Filtered’) then
5: (Yp, m, 6,2) = Update(VTMsg, FRe, Y,, m, 5, A)
6: Update (IDpeg, A, Cp, T, 8) of forecast table
7: Send FRe to response center to produce RepSigal
8 else
9: Calculate DRe by detection center
10: Send DRe to response center to produce RepSigal
11: Send (IDy¢4, DRe) to observation table
12: ifany Y, of IDy., isenough then
13: (Yp, m, 8,2) = Schedule(Y,)
14: Add (IDyeg, A, Cp, m, 8) to forecast table as a new item
15: end if
16:  Endif
17: End for
Algorithm2

Filter module (2, Y, )

Input: A, Y, @
Output: [FF, FRe
1:if A # @ then

2: ifrw< Length(Yp) then
3 IFF = 'Filtered’
4 FRe =Y, % Y, isthe m-thelementin Y,
5 else
6: IFF = 'Unfiltered’, FRe = 'empty’
7 end if
8: else
9: IFF ='Unfiltered’, FRe = 'empty’
10: End if

4.2.2. The procedure of update module

To guarantee the detection rate of filter, the update module
is proposed in FM-HMM. A timeliness method is used to reduce
the production of error forecast, which consists of two scenar-
ios. First, when the number of error forecast is below a fix error
threshold, which implies that the error forecast is mainly caused
by computational errors, such as false positive and false negative.
At that moment, we need to use HMM to amend its observation
chain. Second, when the number of error forecast is over the
error threshold, which implies that the state pattern of a neighbor
vehicle has changed and its HMM is out of date. In such case, the
HMM and its parameters should be abandoned.

The procedure of the update module is shown in Algorithm 3.
At the beginning, the values between FRe and DRe are compared. If
FRe is equal to DRe, which means the result of filter is correct, and
the step of Y, increasesas w = w+1.Then, if v > Length(Y,), Y, are
reproduced by A. However, if FRe # DRe, there are two scenarios
in following processes. When § is larger than the threshold of error

number (MaxError), it means X is out of date. Thus, A and its related
parameters (m, 8, C,) are abandoned. If § < MaxError, Y, have
to be replaced by DRe and the elements behind Y,, have to be
reproduced by A. The procedure of chain reproduction is shown
in Fig. 6. Here, we have to note that both the detection center and
the update module use the same detection mechanism. However,
the update module does not incur any additional detection time
and overhead because it does not affect the modules of message
handling in FM-HMM.

4.2.3. The procedure of schedule module

In the schedule module, Baum-Welch algorithm [43] is used to
find the unknown parameters of a hidden Markov model including
the state probability associated with hidden states and observation
probability. The algorithm uses the well-known expectation maxi-
mization (EM) algorithm [44] to find maximum likelihood estimate
of the parameters of a HMM based on a given observation chain
that consist of a series of observed states.



618

Algorithm3
Update module(VTMsg, FRe,

b T, 6, A)
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Input: VTMsg, FRe, Yy, m, 6, 7\—(A B,0)

Output: Y, m, §, A

1: Calculate DRe of VTMsg by the detection mechanism of update module

2:if FRe = DRe then

3: m=m+1
4. if (m > Length(Yy)) then
5: Reproduce Y, by A = (4, B,0)
6: Tt=0,6=0
7:  Endif
8: else
9: if 8§ > MaxError then % MaxError is the threshold of error number
10: Abandon A and its parameters (7, 8, Yp)
11:  else
12: Yp, = DRe % Y, isthe m-th elementin Y,
13: Reproduce the elements that behind Y, in Y,
14: §=86+1, mn=m+1
15:  endif
16: End if
Yo Y Yort1 Yont2 e Yor
f
alter
l
DRe Reproducing by A = (4,B,0)

Fig. 6. The procedure of chain reproduction.

As shown in Algorithm 4, at steps 1, A = (A (ay) , B (bj(y:)) , 6)
is set with random initial conditions. Steps 2-10 is a loop, which
consists of a forward procedure, a backward procedure and an
update procedure. The loop is repeated iteratively until a desired
level of convergence. First, the forward procedure is processed.
Let ;i (t) = P(Yo, = Yoy»---» Yo = Yor. Xt = i|, A) that is the
probability both at y,,, ¥, - . . , Yo, and in state i at time t. It can be
found in Eq. (14), where N is the number of vehicle state.

0ibi (1) ,
N
bi (ee1) Yoy () @i, £ > 1

i=1

t=1

o (t) = (14)

Second, the backward procedure is processed. Let g; (t) = P(Yo,,,
= Yoriqs -+ -» Yo = Yor|Xe = i, A) that is the probability of finding
Yori12Yoriar - - -+ Yor Eiven starting state i at time ¢. B; () can be
calculated as Eq. (15).

N
Bi (t + 1) ayb; 1), t<1
Bi(t) = FZ] : " (15)
Bi(T) =1, t=T

Third, the update procedure is processed. According to Bayes’
theorem, the temporary variables y; (t) and &;(t) can be calculated
asEq.(16)and Eq. (17) respectively. y; (t) is the probability of being
in state i at time ¢ given Y, and A. &;(t) is the probability of being
in state i and j at time ¢ and t+1 respectively given Y, and A. Now,

a; and b; (y;) can be obtained using y; (t) and &;(t) as Eq. (18) and
Eq. (19). In Eq. (19), ¢ (¥¢, vy) is the expected times of that the y;
have been equal to vy.

a; (t) Bi (t)
i) = ————— (16)
S (0) B (D)
a; (t) ﬂ] t+1 au (Yt+1)
& () = (17)
' Zﬁv]z- L0 (8) B (¢ + 1) agbi(yes1)
aij Zt 1 E'] (18)
Zt 1Yi (t)
Zt 1 Yi (t) * @ (Ve, Uk)
b (y,) =
e Zt 1 Yi 0]
i e =)
where ¢ (ve, v) = {0 (otherwise) (19)

At steps 12-13, for forecasting the states of a neighbor vehicle in
the future, a new observation chain Y, is produced by A, and then
zero is assigned to both v and §.

5. Performance evaluation

5.1. Simulation setup

Our simulation is based on network simulator 2 (NS2) [45] and
simulation of urban mobility (SUMO) [46]. The NS2, which has been
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Algorithm4
Schedule module (Y,)

Input: Y,
Output: A, Y, 7,6

1: Initiate A = (A(aij),B(bj(yt)), 6) randomly
2: while A(a;;), B(bj(y;)) doesn’t converge then
3:  Obtain ;(t) accordingto Y, by Eq. (14)

© X ;R

10:  End for
11: End while

Obtain B;(t) according to Y, by Eq. (15)
Obtain y;(t) accordingto A, «;(t) and B;(t) by Eq. (16)
Obtain &;;(t) accordingto A, a;(t) and B;(t) by Eq. (17)
for each a;;, bj(y;) in A and B do

Update a;; using y;(t), §;(t) by Eq. (18)

Update b;(y,) using v;(t), &;(t) by Eq. (19)

12: Produce observation chain Y, according to A

13: 1=0,6=0
Table 1
Simulation parameters.
Parameter Value
Scenario 2 Lane Highway
Highway Length 5 km
Max vehicle speed 100 km/h
Wireless protocol 802.11p

Transmission range 500 m in each direction
Simulation time 1655 (35st02005s)

Vehicle arrival interval 1s

Transmission interval (BeaconT) Every 0.3 s

The dimension of input vector of HMM 1 (Euclidean Space)

Input classes of HMM Safe, Compromised

Output classes of HMM Normal, Abnormal, Uncertain
Maximum error threshold (MaxError) 3

The length of observation chain (T) 57

highly validated by the networking research community, presents
many well-developed low-layer protocols with easy programming
interfaces. The SUMO is a software tool used to generate vehicular
traffic by specifying the speed, types, behavior and number of vehi-
cles. It can also set up road types and conditions. In our simulation,
the SUMO is used to generate mobility trace files, and the NS2 is
used to load these trace files and run the IDS with FM-HMM.

5.2. Experimental environment

The scenario is performed with the parameters shown in Ta-
ble 1. In the simulations, vehicles can run on a 2-lane highway
with a maximum speed of 100 km/h and each lane is 5 km length.
Each vehicle can communicate with other vehicles within 500 m
transmission range according to the IEEE 802.11p standard. To
avoid generation of too much data in one simulation, we set the
simulation time as 165 s, the vehicle inter-arrival interval as 1 s
and transmission interval, i.e., BeaconT as 0.3 s Regarding to the
parameters of HMM, the dimension of input vector is set as 1 and
its type is Euclidean space. Input and output classes of HMM are
{“safe”, “compromised”} and {“normal”, “abnormal”, “uncertain”}
respectively. After several runs of the simulation experiments, it
is suitable to set the maximum error threshold (MaxError) as 3.
The observation chain length (T) will be described in Section 5.6
in detail.

5.3. Evaluation metric

We have tested the IDS with FM-HMM by computing detection

rate (DR), detection time (DT), and overhead (OV). It should be
noted that DR, DT and OV are equally important in VANETSs because
these factors determine whether a vehicle can quickly recognize
legitimate messages and react according to these messages. The
metrics used are described below:
(1) DR: This is the detection rate of vehicles, i.e., the sum of the per-
centages of the malicious vehicles that are classified as malicious
and the legitimate vehicles that are classified as legitimate. This is
also referred to as accuracy and is calculated as Eq. (20).

DR = No. of vehicles been classified correctly
B No. of total vehicles

(2) DT: Detection time is the average working time of the IDS
with FM-HMM at each vehicle, which is given as Eq. (21). It is an
important metric to measure the efficiency of IDS.

(20)

rocessing time of each vehicle
pr = 2P g f ach v 1)
No. of total vehicles
(3)0V: Overhead (Kb/s) measures the amount of the messages that
are handled by the IDS with FM-HMM in a unit time. It is another
important metric to measure the efficiency of IDS. It is given as
Eq. (22).

No. of messages x Bytes of a message
Overhead = f g - ytes of g (22)
running time x 1000

5.4. Effectiveness of FM-HMM

To demonstrate the effectiveness of FM-HMM,, initially, we
show whether the IDS with FM-HMM is able to detect attacks in
VANETs or not. Then, we examine the DR, DT and OV in the IDSs
with and without filter model to verify that FM-HMM can improve
the performance of IDS.

5.4.1. Attack detection in VANETs

Here, we monitor the changes of the average flow of a randomly
selected vehicle (AvgFlow,,) and its received flow from neighbor
vehicles (AvgFlowpes) under different scenarios, i.e. normal sce-
nario (without malicious vehicles) and rogue scenario (involving
malicious vehicles). First, data are gathered for the detection of
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Fig. 7. Scenario: 30% of malicious vehicles and false messages triggered at t = 50 s (a) The vehicle under normal scenario, (b) The vehicle without IDS under rogue scenario,

(c) The vehicle with IDS under rogue scenario.

deviation under the normal scenario. Furthermore, the rogue sce-
nario is used in both cases of scenarios with and without the IDS.
In this simulation, AvgFlow,,, and AvgFlowpe; are shown in
Fig. 7. First, Fig. 7(a) shows the recorded data under the normal
scenario. In this figure, both AvgFlow,,» and AvgFlow,,, are quite
close to each other because the own vehicle and its neighbor vehi-
cles are close to each other in the same situations [21]. Then, 30% of
malicious vehicles are inserted, which transmit the false low values
of traffic flow (the blue dots that close to the bottom of Fig. 7(b) and
(c)) after t = 50 s, and the results of AvgFlowgy,n and AvgFlowpeg
have shown in Fig. 7(b) and (c). In the absence of the IDS with FM-
HMM (Fig. 7(b)), AvgFlow,,, reduce as all messages are accepted
and AvgFlowpes (the blue dots that close to the red curve) also

reduce because they are also affected by the malicious vehicles. In
other words, the own vehicle and its legitimate neighbor vehicles
are affected by the malicious vehicles. On the contrary, as shown in
Fig. 7(c), the IDS with FM-HMM can reject the false messages from
the malicious vehicles so that the flow of the own vehicle and its
legitimate neighbor vehicles are similar to that in Fig. 7(a). It means
the IDS with FM-HMM is effective in the detection of attacks.

5.4.2. Effectiveness of FM-HMM to IDS

When the percentage of malicious vehicles increase from 10% to
40%, several comparisons have been carried out between the IDSs
with FM-HMM and without filter. The IDS without filter is the same
as the proposed IDS except it does not has FM-HMM, which means
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Table 2

The comparison between the IDSs with and without filter model.

Malicious vehicle percentage

The IDS without filter model

The IDS with FM-HMM

DR DT ov DR DT ov
10% 99.52 14.57 3.99 99.24 2.92 0.80
20% 99.33 14.72 4.04 98.77 3.67 0.97
30% 99.09 14.79 4.06 98.14 458 1.26
40% 98.76 14.64 4.02 97.38 5.71 158
99.5 the OV and DT of IDS with only minor affection to the DR of
4 IDS.
99
® \ 5.5. The effectiveness of the IDS with FM-HMM
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Fig. 8. The comparison of DRs of three IDSs.

the two IDSs have the same detection mechanism that is based on
GHSOM. To compare with the IDS without FM-HMM, we can verify
the efficiency of the proposed filter model. The results are shown
in Table 2 which indicate that the performance of the IDS with FM-
HMM is superior to that of another.

As shown in Table 2, the DR of the IDS with FM-HMM is just a
little lower than that of the IDS without filter model. However, for
the IDS with FM-HMM, its OV and DT get evident improvement.
Even if malicious vehicles occupy 40% of the total vehicles, they
are evidently better with nearly three times than that of the IDS
without filter model. Therefore, FM-HMM is effective to reduce

~
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5.5.1. The performance evaluation of the IDS with FM-HMM

In this section, the IDS with FM-HMM is compared with the IDSs
intwo previous literatures, i.e.[27,21]. The differences between the
proposed method with Ref. [27,21] are the detection mechanism
and FM-HMM. As described in Ref. [27], a novel framework is
provided in IDS, which uses Bayesian game-theoretic methodology
to switch the status of IDS between active and idle to reduce
the detection time and overhead of IDS. In Ref. [21], a hypothesis
testing is used to detect whether there is deviation in the messages
of VANETSs. It should be noted that we do not cite the results from
Ref. [27,21], the IDSs in this paper and the two references are ex-
perimented in our simulation environment. We can demonstrate
the IDS with FM-HMM has better performance than other recently
proposed IDSs by comparing with Ref. [27,21].

The results of comparison are shown in Fig. 8. As noted in
the figures, the DR of the IDS with FM-HMM is better than that
in Ref. [27,21] from 10%-40% of malicious vehicles. It is because
GHSOM is used to find the possible deviation of VANET message,
which has been demonstrated to have higher classification ac-
curacy in [38,37]. In addition, in FM-HMM, we provide HMM to
accurately predict the states of vehicles as well as an update mod-
ule to maintain the accuracy of forecast. Therefore, both accuracy
and stability of the IDS with FM-HMM are better than that in
Ref. [27,21].

Similarly, as shown in Fig. 9(a) and (b), the OV and DT of
the IDS with FM-HMM are better than that in Ref. [27,21] when
the malicious vehicles increase from 10% to 40%. The reasons are

3OWW"TI’I’“ L] -----m

25

=@=DT of IDS with FM-HMM
20 DT of Ref, [28]
== DT of Ref. [19]

15

Detection Time(DT)(sec)

——

A |

10 15 20 25 30 35 40
Malicious Vehicle Percentage(%)

(b)

Fig. 9. The comparison among Three IDSs (a) the OVs among three IDSs, and (b) the DTs among Three IDSs.
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Table 3
The comparison among the IDS with FM-HMM, Refs. [47,48].
Malicious vehicle percentage  The IDS with FM-HMM Ref. [47] Ref. [48]
DR DT OV DR DT OV DR DT ov
10% 9924 292 080 9832 5474 802 9760 14.68 3.98
20% 98.77 367 097 97.80 5471 803 97.02 1465 401
30% 98.14 458 126 9727 5469 807 9651 1473 401
40% 9738 571 158 9658 5267 805 9593 1472 4.02
Table 4 99.2 1.4
The optimal length of observation chain in different malicious vehicle percentage. |
Different measurements Malicious vehicle percentage (%) — _-" —
10% 20% 30% 40% 2 g ,/’ 7 12 é
DR/OV T =58 T =57 T =57 T =56 é / e g
DR/DT T =57 T =57 T =56 T =57 a P a
z y el =
S 98.8 ’ 1S
5 g
that Ref. [21] do not have any mechanism to reduce OV and DT, 3 _;3
and the solution in Ref. [27] has to constantly switch statues g 98.6+ 0.8 §
between idle anq active, which lea_d to a lot of computation re- —— DR of IDS with FM-HMM o
source consumption. For the IDS with FM-HMM, it not only uses === 0OV of IDS with FM-HMM
FM-HMM to reduce OV and DT, but also avoids the additional o8 ; ; : 6
computation for the switch of status. As a result, the efficiency '%O 35 40 45 50 55 6(())'
of the IDS with FM-HMM are much lower than that in the two Observation Chain Length (7)
references. (a)
99.2 5
5.5.2. The comparisons with other existing IDSs lag
To further demonstrate the performance of proposed method, AN
the IDS with FM-HMM is compared with other existing researches, = / 146
which are the IDSs of Refs. [47,48]. As described in Ref. [47], § 9 g 4.4 ’g
authors proposed a novel SVM-based IDS by combining dolphin °Q‘ / 142 5
swarm algorithm with SVM. It is claimed that the dolphin swarm T / “ E
algorithm is able to improve the performance of SVM-based IDS. S 98.8 3.8 ;
In Ref. [48], a game theory based intrusion detection framework £ / 13.6 -2
and a novel clustering algorithm have been developed for VANETs. B 134 8
By using their specification rules and a lightweight neural network £ / o
hye . o . - 98.6 32A
based classifier for detecting malicious vehicle, the communication A -
overhead of IDS is reduced. / — DR of IDS with FM-HMM | 13
The IDS with FM-HMM is compared with the IDSs of Ref.[47,48], DT of IDS with FM-HMM | 2.8
and the results of DR, DT and OV are shown in Table 3 in which 98.4 » !

the percentage of rogue vehicles increases from 10% to 40%. As
shown in the table, the DR of the IDS with FM-HMM is better
than that of Ref. [47,48]. It is because that GHSOM used in our
IDS can accurately judge if there is deviation in VANET messages
compared with other neural networks [38,37]. For the DT and
OV in Table 3, the two metrics of proposed method are much
lower than that in Ref. [47,48]. This is because that FM-HMM can
reduce several time-consumption procedures (feature extraction
and detection) by predicting the states of vehicles to filter vehicle
messages. Evidently, the performance of the IDS with FM-HMM is
the best, which not only achieves higher classification accuracy but
also requires lower computational complexity.

5.6. The discussion of the important parameter

As described in Section 4, the DR, DT and OV are affected by T.
When T is low, the DR of FM-HMM decreases as it does not have
enough data to build appropriate HMM. On the contrary, when T is
high, the DT and OV of FM-HMM are too high. Thus, it is important
to find the optimal values of T.

Here, an example is taken under the situation of 30% of ma-
licious vehicles. Fig. 10 shows the results when T = 30, 40, 50,
and 60. As shown in Fig. 10(a) and (b), it is clear that beyond the
point T = 57, the DR increases more slowly, while the OV and DT

o)
9
2N

30 35 40 43 50 55
Observation %l)‘n;tin Length (7)

Fig. 10. The selection of FM-HMM parameter (a) The relation between DR and OV,
(b) The relation between DR and DT.

increase more rapidly. Therefore, we identify the point, T = 57, as
an optimal point. In addition, the optimal T in different percentages
of malicious vehicles are shown in Table 4.

6. Conclusion

In this paper, we have proposed FM-HMM to reduce the over-
head and detection time of IDS in VANETs. The proposed FM-HMM
is effective to almost all kinds of IDSs, which means FM-HMM is
able to improve the performance of general IDSs. To the best of our
knowledge, this is the first work in the literature to model the state
pattern of each vehicle in VANETs as a HMM to quickly filter the
messages from the vehicles instead of detecting these messages.
In FM-HMM, schedule, filter and update modules are proposed
to reduce overhead and the time for detection without impairing
detection rate. Simulations show the network message conges-
tion (e.g., broadcast storms) can be mitigated by the reduction
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of message scale and the improvement of processing efficiency.
Moreover, the performance of the proposed IDS is still remarkable
even when up to 40% of vehicles are rogue vehicles.
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